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	HIPAA INFORMATION 

	
	Form and Assistance

	
	Form 4.40A (optional)

	
	ver. 01/18/08



IRC asks clients using patient information to demonstrate how they will comply with HIPAA.  Compliance methods may be included in the sponsor protocol or may be site specific; it may be obvious in the Authorization form or you may use this form as an optional way to illustrate compliance.  

IRC is not a Covered Entity and is not a consultant on HIPAA matters. IRC will review your compliance but will not approve or endorse it. 

A glossary and guidance are available on our web site.  

	Study Title
	

	IRC ID Number
	

	Sponsor
	     

	PI Name
	     

	Contact
	Name   
Phone  


HIPAA Coverage 


 FORMCHECKBOX 
   WE ARE A COVERED ENTITY.  FORMCHECKBOX 
   WE ARE NOT A COVERED ENTITY.

HIPAA  Protected (Personally Identifiable) Health Information 

FOR THE WORK INVOLVED IN THIS APPLICATION (SELECT ALL THAT APPLY) 


 FORMCHECKBOX 
   WE WILL NOT RECEIVE PHI FROM ELSEWHERE.


 FORMCHECKBOX 
   WE ARE RECEIVING OR DISSEMINATING INFORMATION BUT IT IS NOT PHI.



Please explain:       

 FORMCHECKBOX 
   WE ARE GENERATING PHI AND OTHERS WILL HAVE ACCESS TO IT. 



 FORMCHECKBOX 
   An Authorization is attached or 
 FORMCHECKBOX 
  A waiver of Authorization (4.25C) is attached.


 FORMCHECKBOX 
   WE ARE GENERATING PHI AND WILL NEVER DISSEMINATE IT.

Certification:   

I certify that this information is correct.

· I accept ultimate responsibility for the release of any information.

· I acknowledge that IRC’s obligation is solely to review waivers of authorization.  Authorization forms are generated by the Covered Entity.  IRC’s IRB can review for completeness and plain language but will not grant “approval” for any HIPAA Authorization form.

· I should seek expert HIPAA help.

Investigator  Signature  
 






Printed Name        





Date      


(For help in making this decision, please see the flow sheet attached.

DO NOT ATTACH IT TO THIS REQUEST.)

GENERALITIES

	Research involves data.  People expect their information to be kept confidential.
	HIPAA adds another layer of protection.
	This form is one way to document compliance. It can also help you determine how to comply with HIPAA

	When subject data is obtained, developed or sent, it is the study record holder’s responsibility to keep the information confidential.  IRBs have been concerned about protection of subject information since their inception.  Nothing changed with HIPAA.
	HIPAA applies to “Covered Entities” and “Protected Health Information.”  When used in a research context, HIPAA is concerned with information that is (1) being obtained from prior providers, (2) being generated through the study and (3) being sent to an external group.
	(1) Is the information being handled Protected Health Information? (2) Is the institution or group a Covered Entity and, if yes to these two questions, (3) How are HIPAA requirements for handling PHI to be met?


Decision Tree #1 – Are you part of a Covered Entity?  (45 CFR 160.103)

Covered entity means: 

(1) 
A health plan. 

(2)
 A health care clearinghouse. 

(3) A health care provider who transmits any health information in electronic form in connection with a transaction covered by this subchapter. 

[image: image1.jpg]                                 No, this is not a covered entity. Stop.

Yes, this institution is a covered entity.

Decision Tree #2 – Does the covered entity work with protected information?

Protected information means individually identifiable health information that is (not student or employment) and is

 (i) 
Transmitted by electronic media; 

(ii) 
Maintained in any medium described in the definition of electronic media at § 162.103 of this subchapter; or 

(iii) Transmitted or maintained in any other form or medium. 

                                 No, it is not electronic or is not transmitted. Stop.

Yes, it is transmitted or it is electronic.
2.1   Is the data health information?  

Does the information relate to the past, present, or future physical or mental health or condition of an individual; the provision of health care to an individual; or the past, present, or future payment for the provision of health care to an individual?

                                 No, there is no health information. Stop.

Yes, there is health information

2.2  Is this health information “Individually Identifiable Health Information” (IIHI)?

Can the individual be identified directly or is there a reasonable basis to think that the individual could be identified from the record?

2.2.1  Is it Identified?

                                 No, none of the 18 identifiers below are recorded so it is not IIHI. Stop.

Yes, IIHI may be involved  

	THE 18 HIPAA IDENTIFIERS

1
Names

2
All geographic subdivisions smaller than a state

3
All elements of dates (except year) for dates directly related to an individual, including birth date, admission date, discharge date, date of death, etc. 

4
Telephone numbers

5
Fax numbers

6
Electronic mail addresses (email)

7
Social security numbers

8
Medical record numbers

9.
Health plan beneficiary numbers

10. Account numbers
	11
Certificate/license numbers

12
Vehicle identifiers and serial numbers, including license plate numbers

13
Device identifiers and serial numbers

14
Web Universal Resource Locators (URLs)

15
Internet Protocol (IP) address numbers

16
Biometric identifiers, including finger and voice prints

17
Full face photographic images and any comparable images

18
Any other unique identifying number, characteristic, or code

or    Anything else that might reasonably provide identification


2.2.1.1  Are the identifiers recorded but then coded with the code being maintained at the site and only de-identified information forwarded?

                                 Yes, the HI is coded so it is not IIHI. Stop
No, IIHI is involved

2.2.2  Statistical de-identification

Has a statistician determined and documented that the risk is very small that the information could be used, alone or in combination with other reasonably available information, to identify an individual who is a subject of the information?

                                 Yes.  There is health information but – statistically - it is not IIHI. Stop
No, IIHI is involved

2.3
Is this Protected Individually Identifiable Health Information (PHI)?

Is it being maintained or transferred in any form?  

                                 No.  There is IIHI, but it is not protected under HIPAA.  Stop

(It is still confidential but not regulated under HIPAA.)

Yes, PHI is involved

3.0  IS THERE ANY PHI MOVING To You FROM  a COVERED ENTITY? 

3.1  Is PHI being received from elsewhere?  

                                 No. (Continue to 4.0)

Yes. 

3.2  Is the PHI source a health care provider, health plan, public health authority, employer, life insurer, school or university, or health care clearinghouse?

                                 No.  This organization may not be a covered entity.

Yes, The sender is responsible under HIPAA.  Proceed 

3.3  How is the Covered Entity allowed to send their PHI to you or to give you access?

Do any of the options below apply?

a. We are a Business Associate of the sender.  (This is unusual in a research setting.)

b. There is a Limited Data Use Agreement signed and on file.

c. The patient or subject signed a HIPAA Authorization at the sender’s site.  It covers this transfer and a blank copy is attached..

d. The subject will sign our HIPAA Authorization allowing the information to be sent.

e. The site granted a Waiver of Authorization.  (Please enclose copy.)

f. The PHI is about decedents.  (What databases or records will be searched?)

                                 No.

Yes,

4.0   If you will Disseminate a Subject’s PHI, How are you allowed to disclose it? 

This chart is to assist you in thinking about the number of people who might gain access to the PHI and how you will fulfill your HIPAA obligations.

	To whom will you 

disclose data?
	Why?
	How?
	What data?
	Using what HIPAA 

Route (see below)

	EXAMPLE:  FDA 

(or similar agency in another country)
	Compliance
	Inspection at our site
	Everything related to participation
	Legal requirement




Choose all HIPAA Routes that apply. 

3.1  Authorization signed by subject


IRC strongly prefers separate Authorization (HIPAA) and Informed Consent (Research) forms.  

(California requires separation and 14 point font.)  


3.1.1
Is the HIPAA Authorization modifiable? If yes, what institution is responsible for it? 
3.2  Preparatory to Research


What information will the sponsor be allowed to access? 

What information will the sponsor be allowed to copy? 
3.3  Legally required


FDA AUDITORS:  This must be on the consent form.  Alone, it does not need an Authorization.

3.4  Limited data set



Is there a Data Use Agreement?  What data fields are included? 

3.5  De-Identified


All 18 identifiers will be removed prior to dissemination to you (receipt) or from you.

3.6  Waiver of Authorization (Privacy Board or IRB)


To use this requires approval of a Privacy Board or an IRB.  This IRB will consider waiver.  Form 4-40C must be used

IRC FORM 4-40A 
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